
Fortifying Our Frontlines
Digital Security & Online Resilience



A Secure Foundation

Human rights advocacy requires a secure foundation.
Protecting our data is how we protect each other, our stories, and our movement.

WHY DIGITAL SAFETY MATTERS





THE DIGITAL LANDSCAPE

Understanding the 
Space
We face surveillance and tracking, but 
we also have the tools to build secure, 
private networks.


Active Surveillance
Persistent tracking in digital 
environments.


Private Networks
Empowerment through secure 
tools.



E2EE

ENCRYPTION PILLAR

END-TO-END ENCRYPTION

Absolute Privacy by Design
E2EE ensures that only the communicating users can 
read the messages. No third parties, no surveillance, 
absolute privacy.


SECURE CHANNEL



Transition to secure platforms today for maximum movement safety.

Signal
The standard for 

private messaging with 

encrypted calls.

ProtonMail
Encrypted email 

hosting based in 

Switzerland.

Tor Browser
Advanced browsing to 

anonymize your web 

traffic.

RECOMMENDED SECURE TOOLS



DIGITAL FOOTPRINT


Unique 

Passphrases
Use strong, complex, and 

unique passphrases for every 
single account you own.


Password Manager
Securely store and organize 
your digital credentials in a 

trusted vault.


Enable 2FA

Add an essential second 
layer of defense to your most 

sensitive online identities.



Protect Your Identity
A trusted Virtual Private Network VPN 

creates a secure tunnel for your internet 

traffic, hiding your IP and location.

SAFE BROWSING & VPNS



 Take a deep breath. Absorbing 
security protocols can be 

overwhelming.

You are safe in this space. 

"
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SENSORY PAUSE & GROUNDING



STORYTELLING & ANONYMITY

Your Voice Matters



escapedystopia.art

Our dedicated platform for digital art and advocacy. Built on secure, 

encrypted hosting.

SAFE  ENCRYPTED  PROFESSIONAL



Disconnect immediately from the internet.

Revoke all active sessions on other devices.

Alert trusted contacts via Signal/alternative channels.

EMERGENCY PROTOCOLS


